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Introduction



Online Social Networks popularity

[1] http://newsroom.fb.com/company-info/
[2] https:/ /www.youtube.com/yt/press/statistics.html

[3] https:/ /about.twittercom/company
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MOTIVATION

[4] https:/ /securelist.com/analysis/quarterly-spam-reports/74682/spam-and-phishing-in-q1-
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OBJECTIVE

To demonstrate that sentiment analysis and personality
recognition techniques help to improve current social media
spam filtering results.
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5 Does sentiment analysis help in bayesian spam filtering?
In: Hybrid Artificial Intelligent Systems: 11th International
Conference, HAIS 2016, Sevilla, Spain, April 18-20, 2016,
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6 Using personality recognition techniques to improve
bayesian spam filtering.

Journal Procesamiento del Lenguaje Natural (57) (2016)
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PROPOSED METHOD

- All experiments are tested using 10-fold cross-validation
technique.

- Results are analyzed in terms of the number of the false
positives and the accuracy.

- Being the accuracy:

_ (True Positives + True Negatives)
Accuracy = (Positives + Negatives)
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PROPOSED METHOD

Youtube Comments Dataset
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SOCIAL MEDIA SPAM FILTERING
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Selection of the
best 10
classifiers

- Objective: To identify the best 10 spam classifiers and the

best settings. b
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# Spam classifier FP | Accuracy (Acc)
1 NBM.c.stwv.go.ngtok 89 82.50
2 NBMU.c.stwv.go.ngtok 89 82.50
3 NBM.stwv.go.ngtok 71 82.48
4 NBMU.stwv.go.ngtok 71 82.48
5 NBM.c.stwv.go.ngtok.stemmer | 81 82.45
6 | NBMU.c.stwv.go.ngtok.stemmer | 81 82.45
7 NBM.stwv.go.ngtok.stemmer 64 82.35
8 | NBMU.stwv.go.ngtok.stemmer | 64 82.35
9 CNB.stwv.go.ngtok 125 82.30
10 CNB.stwv.go.ngtok.stemmer 109 82.28

Table 1: Results of the best ten classifiers
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Sentiment Analysis




DEFINITION

Sentiment Analysis
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SENTIMENT ANALYSIS
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SENTIMENT ANALYSIS

N [

"Text text text”, spam "Text text text", spam, polarity
"Text text text", ham "Text text text", ham, polarity
"Text text text", spam "Text text text", spam, polarity

" " "Text text text", ham, polarit
Text text text", ham ext text text", ham, polarity
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EXPERIMENTAL RESULTS: DESCRIPTIVE EXPERIMENT

- Average of the best sentiment analyzers:

spam
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EXPERIMENTAL RESULTS: PREDICTIVE EXPERIMENTS

Youtube comments:
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Personality Recognition




DEFINITION

Personality Recognition

[7] A. Vinciarelli and G. Mohammadi. A survey of personality computing. Affective Computing, IEEE Transactions on,

5(3):273-291, 2014,
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PERSONALITY RECOGNITION

Myers-Briggs personality model

Publicly available web services used: www.uClassify.com
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www.uClassify.com
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PERSONALITY RECOGNITION
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PERSONALITY RECOGNITION

h h

"Text", spam "Text", spam, ext, sen, thi, jud
"Text", ham "Text", ham, ext, sen, thi, jud
"Text", spam "Text", spam, ext, sen, thi, jud
"Text", ham "Text", ham, ext, sen, thi, jud
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EXPERIMENTAL RESULTS: DESCRIPTIVE EXPERIMENT

- Personality Recognition:

Percentage
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EXPERIMENTAL RESULTS: PREDICTIVE EXPERIMENTS

Youtube comments




Combination of Sentiment Analysis
and Personality Recognition
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COMBINATION
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COMBINATION
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EXPERIMENTAL RESULTS: SOCIAL MEDIA SPAM

Used technique

None Polarity Personality Comb FP red.
# [ FP Acc FP Acc FP Acc | FP  Acc (%)
1 89  82.50 83 82.30 76 8238 | 71 82.30 20.22
2 89  82.50 83 82.30 70 82.43 | 66 82.30 25.84
3 71 82.48 | 67 8233 | 61 8235 | 57 8220 19.72
4 71  82.48 67 82.33 56 8235 | 51 82.23 28.17
5 81 8245 74 82.53 69 82.48 | 60 82.48 25.93
6 81 8245 | 74 8253 | 65 8248 | 53 82.55 34.57
7 64  82.35 59 82.20 56 82.40 | 51 82.18 20.31
8 64  82.35 59 82.20 52 82.28 | 46 82.13 28.13
9 | 125 8230 | 104 8240 | 100 8230 | 84 82.50 32.80
10 | 109 82.28 94 8235 87 8245 | 75 82.43 31.19
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EXPERIMENTAL RESULTS: SOCIAL MEDIA SPAM: SUMMARY

- The best accuracy:

8255 None
Sent. Ana.
Pers. Rec.
82,53 B Comb.
@D
g
@ 82,51
2
&
8249
82,47

Youtube comments

- Reduction of the number of false positives in all cases.
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CONCLUSIONS

1. We have demonstrated that sentiment analysis and
personality recognition of the texts can help to detect
spam in Online Social Networks.

2. In most of the cases the results are improved in both
terms: accuracy and the number of the false positives.

3. Despite the difference in the accuracy percentage does
not seem to be relevant, if we take into account the
amount of real social spam traffic, the improvement is
significant.

4. This work demonstrates that the more information about
the content of the texts is added to the dataset, the better
results are obtained.
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