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Process Control

Fully connected Industrial Network

Control Level 4

Field Level 4

Management Level £

04/06/2018

NullSpace Anomaly Detection

mn

Mondragon
Unibertsitatea

Faculty of
Engineering



mn

Intrusion Detection System

] Fully connected Industrial Network \
1. Signature Based IDSs 7

Internet

2. Anomaly Detection
Systems (ADS)

04/06/2018 NullSpace Anomaly Detection 6



T h i s WO rk 'l:lnibertsitatea

Engineering

We present an Anomaly Detection System that
monitors physical quantities of the process itself
to detect intrusions at field-level that can lead to

a unwanted activity within the monitored process
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Null Space Anomaly Detection

» Multivariate anomaly detection system

- Validated in fields like Structural Health Monitoring
- Based in Stochastic Subspace Identification®

* Uses time series measured in the process as input
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T P. Van Overschee and B. De Moor, Subspace identification for linear systems: Theory—Implementation—Applications. Springer Science & Business
Media, 1996.
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Hankel Matrix — System identification (Control Theory)
For ADS, we do not need to identify the system

We use Singular Value Decomposition on Hankel Matrix
and find the Null Space (U,

SVD decomposition of H Uno property

Hpq= Un SH fol Ult-loHp,q —0

NullSpace Residual

_ _ The Residual Matrix is defined:
* Null hypothesis & Residual: Rij = UoH;j

oR; j= 0, Healthy State
oR,-ﬂé 0, Abnormal State
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 Algorithm
— Learning phase: (NOC datasets)
« extract Null Space
« Calculate Residual values for NOC datasets
* Threshold Calculation
— Detection phase:
« Calculate Residuals
» check whether they are still under the threshold
* Residuals = Anomaly Indicators (Al)’

TE. Zugasti, A. G. Gonzalez, J. Anduaga, M. A. Arregui, and F. Martinez, “Nullspace and autoregressive damage detection:a comparative study,”
Smart Materials and Structures, vol. 21,no0. 8, p. 085010, 2012.
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Tennessee Eastman Process ty

* Chemical Process’
* From 4 gaseous reactants — 2 liquid products
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1 J.J. Downs and E. F. Vogel, “A plant-wide industrial process control problem,” Computers & Chemical Engineering,vol. 17, no. 3, pp. 245-255, 1993.
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* Integrity attack: —
— time series injection — "’:
* DoS attack S
. . ) Il
— Communication stop SORRORSIES
» Performed attacks
Variable number Variable name Attack type
XMEASI1 A feed (stream 1) Integrity [ S
XMEASS Reactor level Integrity
XMEAS9 Reactor temperature Denial of Service Sensors é/_‘i\
XMEAS14 Product Separator underflow (stream 10)  Denial of Service | —
XMEAS17 Stripper underflow (stream 11) Integrity ® ]
- Simulation time: 72H | AAckuators
— attack starts after 24H =
* Fs=0.027 Hz 1

Physical Process
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Attack indicator

DoS attack results
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- Attack detection in lloT is still an open challenge
* We present an ADS that detects field-level anomalies
 The ADS computes an Attack Indicator
- Approach validated with Tennesee-Eastman process
— Integrity attacks
— DoS attacks
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* Preprocessing data to have a more sensitive method
— Normalize the inputs
— Feature transformation methods

- Sliding-window approach for a faster detection

* Add network-level variables to the ADS

 Use more validation scenarios
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